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1. Overview

Guideline on Appropriate Use of Information Technology Resources does not intend to impose restrictions in any ways
contradicting to Osotspa Public Company Limited (“Osotspa”)'s ITIP core values including Integrity, Teamwork, Innovative
Thinking, Passion to Win and Sustainable Living. Instead, it intends to guide all employees, who are users of Information
Technology (IT) resources, on the responsibility in exercising good judgment regarding appropriate use of IT resources and

services in accordance with Osotspa policies and standards, relevant laws and regulations.
2. Purpose

The Guideline outlines the acceptable and appropriate use of Osotspa's IT resources and services. Compliance will help
protect the employees and Osotspa from actions resulted in damages or regulatory violations, either knowingly or
unknowingly, and from exposing Osotspa to risks on cyber-crime, cyber-attack, or network systems and services being

compromised.
3. Scope

The Guideline applies to all users (e.g., employees, contractors, consultants, temporaries, and other workers) worldwide

who are accessible to and/or use Osotpa’s IT resources and services.

IT resources and services include, but are not limited to all company owned, leased, licensed, or managed hardware,
software, data, systems, email, online/cloud services, and use of the Internet and company network, regardless of the

ownership of the computer or device connected to the network.
4. Practical Guide
4.1 General Use and Ownership

1. Information stored on electronic and computing devices whether owned or leased by Osotspa, the employee or a third
party, remains the sole property of Osotspa.

2. Thetft, loss or unauthorized disclosure of Osotspa equipment or confidential information must be reported to IT Service
Desk within 24 hours.

3. Osotspa’s IT resources and services which you have an authorized access should be used only for business purposes

to fulfill assigned job duties.

Personal use is generally prohibited, unless the usage is incidental and is at reasonable level.

You are individually held accountable for all resources assigned to you including the misuse of such resources.

You must abide by all applicable laws, including copyright laws and license agreements.

S

For security and network maintenance purposes, certain authorized individuals within Osotspa may monitor equipment,

systems and network traffic at any time.
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4.2 Inappropriate Use

The following activities are prohibited:

1.

2
3
4.
5

10.

11.

Using IT resources and services for illegal or unlawful activity.

Using IT resources and services for any commercial activity for personal gain.

Using personal email account, rather that business email account, for business purposes.

Accessing IT resources and services without proper authentication procedure or intentionally enable others to do so.

Sharing account password to others or allowing others to use your account, either deliberately or through failure to

secure its access.

Attempting to install, modify, relocate, or remove computing/network equipment, software, or peripherals unless prior

notification to |T Service Desk is made and approved.

Deliberate activities having, with reasonable likelihood, any of the following characteristics:

a) Introduction of malicious programs into the network or computer (e.g., viruses, worms, Trojan horses, e-mail
bombs, etc.).

b) Disrupting network, other computer or users, or damaging software or hardware components of a system, including
data.

c) Degrading performance of the network or system by excessive usage (e.g., sending chain letters or excessive
messages, use an excessive amount of network bandwidth, etc.)

d) Accessing data of which you are not an intended recipient or logging into a server or account that you are not
authorized to access unless these duties are within the scope of regular duties.

e) Attempting to access restricted portions of the network, system, security software or other administrative
applications without appropriate authorization by the system owner or administrator.

f)  Using tools that are normally used to assess security or to attack computer systems or networks (e.g., password
crackers, vulnerability scanners, data interception, etc.) unless you have been specifically authorized to do so.

g) Violating the privacy of other users.

Providing trade secrets, confidential, or proprietary information to parties outside Osotspa.

Downloading, use, copying, or distribution of copyrighted work or other intellectual property, including but not limited

to, software, photographs, graphics, music, film clips, trademarks and logos, unless you have a legal right to do so.

Sending or posting message, image, or other material containing offensive, obscene, indecent, aggressive, menacing,

harassing, defamatory, intimidating, unlawful, racist and other unethical messages.

Sending or posting unsolicited/bulk message (spam), or other advertising material to individuals who did not specifically

request such material and not related to Osotspa’s activities.
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12. Sending or posting message that may harm or tarnish the image, reputation and/or goodwill of Osotspa and/or any

of its employees or customers. If expressing beliefs and/or opinions in social media, you may not, explicitly or

implicitly, represent yourself as an employee or representative of Osotspa.

In case of doubt or uncertainty, you should consult your supervisor or manager. Violation may lead to disciplinary action,

up to and including termination of employment, including possible legal action if involving unlawful activity.

5. Related Policies and Guidelines

® Code of Conduct (Company Asset Policy Statement)
® |nformation Technology Policy
® |nformation Safeguarding Guideline

® Personal Data Protection Policy

OSOTSPA Proprietary Information - Unauthorized disclosure of information contained in this document is prohibited.
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OSOTSPA

Guideline on Appropriate Use of Information Technology Resources

1. Overview

Guideline on Appropriate Use of Information Technology Resources does not intend to impose restrictions in
any ways contradicting to Osotspa Public Company Limited ("Osotspa”)'s ITIPS core values including Integrity,
Teamwork, Innovative Thinking, Passion to Win, and Sustainable Living. Instead, it intends to guide all
employees, who are users of Information Technology (IT) resources, on the responsibility in exercising good
judgment regarding appropriate use of IT resources and services in accordance with Osotspa policies and
standards, relevant laws and regulations.

2. Purpose

The Guideline outlines the acceptable and appropriate use of Osotspa’s IT resources and services. Compliance
will help protect the employees and Osotspa from actions resulted in damages or regulatory violations, either
knowingly or unknowingly, and from exposing Osotspa to risks on cyber-crime, cyber-attack, or network systems
and services being compromised.

3, Scope

The Guideline applies to all users (e.g., employees, contractors, consultants, temporaries, and other workers)
worldwide who are accessible to andfor use Osotpa's IT resources and services.

IT resources and services include, but are not limited to all company owned, leased, licensed, or managed
hardware, software, data, systems, email, online/cloud services, and use of the Internet and company network,
regardless of the ownership of the computer or device connected to the network.

4. Practical Guide
4.1 General Use and Ownership

1 Information stored on electronic and computing devices whether owned or leased by Osotspa, the
employee or a third party, remains the sole property of Osotspa.

2. Theft, loss, or unauthorized disclosure of Osotspa equipment or confidential information must be reported
to IT Service Desk within 24 hours.

3. Osotspa's IT resources and services which you have an authorized access should be used only for
business purposes to fulfill assigned job duties.

4 Personal use is generally prohibited, unless the usage is incidental and is at reasonable level.

5. You are individually held accountable for all resources assigned to you including the misuse of such
resources.

6. You must abide by all applicable laws, including copyright laws and license agreements.

7. For security and network maintenance purposes, certain authorized individuals within Osotspa may monitor

equipment, systems and network traffic at any time.
4.2 Inappropriate Use

The following activities are prohibited:

1. Using IT resources and services for illegal or unlawful activity.
2. Using IT resources and services for any commercial activity for personal gain.
3. Using personal email account, rather that business email account, for business purposes.
4. Accessing IT resources and services without proper authentication procedure or intentionally enable others
to do so.
5. Sharing account password to others or allowing others to use your account, either deliberately or through
failure to secure its access.
6. Attempting to install, modify, relocate, or remove computing/network equipment, software, or peripherals
unless prior notification to IT Service Desk is made and approved.
7. Deliberate activities having, with reasonable likelihood, any of the following characteristics:
a) Introduction of malicious programs into the network or computer (e.g., viruses, worms, Trojan horses,
e-mail bombs, etc.).
b) Disrupting network, other computer or users, or damaging software or hardware components of a
system, including data.
c) Degrading performance of the network or system by excessive usage (e.g., sending chain letters or
excessive messages, use an excessive amount of network bandwidth, etc.)
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d) Accessing data of which you are not an intended recipient or logging into a server or account that you

are not authorized to access unless these duties are within the scope of regular duties.

e) Attempting to access restricted portions of the network, system, security software or other administrative

applications without appropriate authorization by the system owner or administrator.

f) Using tools that are normally used to assess security or to attack computer systems or networks (e.g.,

password crackers, vulnerability scanners, data interception, etc.) unless you have been specifically
authorized to do so.

g) Violating the privacy of other users.

@

10.

1.

12.

Providing trade secrets, confidential, or proprietary information to parties outside Osotspa.

Downloading, use, copying, or distribution of copyrighted work or other intellectual property, including but
not limited to, software, photographs, graphics, music, film clips, trademarks and logos, unless you have a
legal right to do so.

Sending or posting message, image, or other material containing offensive, obscene, indecent, aggressive,
menacing, harassing, defamatory, intimidating, unlawful, racist and other unethical messages.

Sending or posting unsolicited/bulk message (spam), or other advertising material to individuals who did
not specifically request such material and not related to Osotspa'’s activities.

Sending or posting message that may harm or tarnish the image, reputation and/or goodwill of Osotspa
and/or any of its employees or customers. If expressing beliefs and/or opinions in social media, you may
not, explicitly or implicitly, represent yourself as an employee or representative of Osotspa.

In case of doubt or uncertainty, you should consult your supervisor or manager. Violation may lead to disciplinary
action, up to and including termination of employment, including possible legal action if involving unlawful activity.

5. Related Policies and Guidelines

Code of Conduct (Company Asset Policy Statement)
Information Technology Policy

o Information Safeguarding Guideline

Personal Data Protection Policy

6. User Agreement

| have read, understand, and will abide by the above Guideline. | understand that violations can result in
revocation of Osotspa’s IT resources and services, and subject me to potential disciplinary and possible legal
actions.

Signature:

Full Name:

Empl

Posit

Department:

Company:

Date:

oyee |D:

ion:
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